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Abstract: In Internet of things, the control loop of industrial Ethernet and real-time Ethernet is easily exploited by hack-
ers for malicious attacks, causing serious security incidents in the physical world; a universal control system model (10TC)
was put forward by analysing the working principle of the control system in 10T, on which some disturbing factors the
system faces were discussed; for the disturbing factors in the system, one universal control system security model
(S-10TC) was given, adding security authentication module in responding disturbing factor to achieve secure system; the
components, safety justice and typical realization process of S-1oTC were also described in detail at last.
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